Canberra Dance Theatre A nderra

/ anC.e

Privacy Policy fectre

Overview

1.

This policy outlines how Canberra Dance Theatre (CDT) complies with its privacy obligations
to members, staff, teachers, studio hirers, donors and others; in respect of how we manage
personal information. CDT is committed to care, transparency and accountability in the way
we handle personal information.

CDT has voluntarily adopted the Australian Privacy Principles (APP) contained in the
Commonwealth Privacy Act 1988 (the Act). As a small charity with a turnover of less than $3
million, CDT is not formally subject to the Act, but chooses to manage information privacy in
line with the Act and APP.

The APP govern the way in which we collect, use, disclose, store, secure and dispose of
personal information.

This policy includes a Data Breach Response Plan to be used in the event of a data breach,
large or small.

Collection of personal information

5. Personalinformation is any information that identifies an individual. Examples of personal

information that CDT itself directly collects includes names, email addresses, phone
numbers, emergency contact details and class attendance history. CDT does not regularly
collect more sensitive personal information such as date of birth, health status or disability.

CDT only collects personal information when it is necessary for CDT’s functions or activities.
These activities include:

(a) providing services to members and other dancers, including dance classes, and
managing payments for those services

(b) contacting members or others (directly or via an email subscription service)

(c) maintaining CDT’s register of members, in accordance with section 67 of the
Associations Incorporation Act 19917 (ACT)

(d) recording working hours of staff and teachers; and paying staff and teachers

(e) hiring out the studio

(f) receiving donations.

CDT uses third party services to collect personal information for our functions and activities
(links to these services’ privacy policies are also provided):

(a) Bookeo, the class booking system. When dancers register for dance classes or become
a CDT member, personal information including bank and payment details is collected
and held on Bookeo. (bookeo.com/privacy)

(b) Xero, our financial management system. When people make a financial transaction with
CDT (such as paying for a class online, sending an invoice to CDT or receiving an invoice
from CDT); personal information may be collected and held on Xero.
(xero.com/au/legal/privacy)
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(c) Square, our credit card payments system. When people make an online credit card
payment to CDT, personal information may be collected and held on Square. CDT does
not directly store credit card details; and credit card payments are processed securely
through Square. (squareup.com/au/en/legal/general/buyer-privacy)

(d) Mailchimp, our mailing list system. When people sign-up to receive email updates, their
name and email address is collected and held on Mailchimp.
(intuit.com/privacy/statement)

8. CDT uses social media, including Facebook and Instagram, to communicate with people
and to promote CDT to the public. Personal information may be collected when people use
social media to communicate with us, but CDT only uses it to help us to communicate with
dancers, members, staff, teachers and the public. The social media service will also handle
personal information for its own purposes.

9. When people visit the CDT website (canberradancetheatre.org), the website may log
Internet Protocol (IP) address, the time of the website visit, pages accessed, any documents
downloaded, and the type of web browser used; for statistical purposes. Any such
statistical analysis does not identify individuals.

Sensitive information

10. In some circumstances CDT may need to collect more sensitive information, which might
include information about health, association memberships or criminal history. CDT will
only collect sensitive information where it is required by law, only for the purpose for which
it was obtained and with the individual’s consent.

Anonymity and pseudonymity

11. Where possible, individuals may choose to use a pseudonym when providing personal
information to CDT. For example, dancers may use a pseudonym when registering for a
class on Bookeo.

12. CDT members may also ask CDT to restrict access to their personal information recorded in
CDT’s register of members, in accordance with section 67B of the Associations
Incorporation Act 1991 (ACT).

Images and video

13. CDT occasionally takes images and videos of performances and classes for promotional
and historical purposes. CDT will take all reasonable steps to seek individual’s consent,
prior to photography and publication. People may request CDT to take down images or
videos which have been published online.

Direct marketing

14. CDT will only use personal information (such as name and email address) to directly market
to individuals where they have consented to receive such communications. For example,
when signing up their email address for the CDT e-news. People can opt-out of such
communications at any time using the ‘unsubscribe’ link in those emails.

Disclosure of personal information

15. CDT will only disclose personal information outside of CDT where required or authorised by
law; or where people have consented to the disclosure.
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Storage and security of personal information

16. CDT primarily stores personal information digitally. CDT has taken security measures such
as two-factor authentication for authorised users and strong password security to protect
personal information from misuse or loss; or from unauthorised access, modification or
disclosure.

17. When personal information is no longer needed for the purposes for which it was obtained,
CDT will take reasonable steps to destroy or permanently de-identify that information.

18. Individual’s records will be deleted when:
(a) They are not members; and

(b) They have not attended any classes for a three-year period.
Quality of personal information

19. CDT takes all reasonable steps to ensure that personal information is accurate, complete
and up to date. This includes recording information in a consistent format and updating
existing records when new or updated information is collected.

Access to personal information

20. People have the right to access the personal information CDT holds about them and to ask
CDT to correct that personal information. CDT will ask people to verify their identity before
CDT gives them access to that information.

Policy Updates

21. This Privacy Policy will be updated by the CDT Board on a three-year cycle and/or in
response to changing circumstances or changes to privacy laws in Australia. The updated
Policy will continue to be available publicly on the CDT website. Significant updates will be
notified to members through the CDT Newsletter. The Policy was most recently updated in
2025 following amendments to the Privacy Act 1988 in late 2024.

How to contact us or make a complaint

22. If you have any queries or complaints about the CDT Privacy Policy or about CDT handling of
any privacy matters, please contact us at:
» office.canberradancetheatre@gmail.com

e GPO Box 886, Canberra ACT 2601
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Data Breach Response Plan

Overview

1.

4.

This Plan sets out the way that CDT will respond to suspected or actual data breaches of
information whether that information is held by CDT or by the services it contracts to
manage membership and financial information.

Data breaches are arisk in relation to any storage and use of personal information.
Breaches may occur through any unauthorised publication, access or disclosure of
personal data. This includes:

e therelease of information about a single individual (e.g. through inadvertent or
malevolent disclosure by mail, phone or email), or

e through the release orillegal access to files of information about groups of people (e.g.
through hacking).

The overall severity of any data breaches in relation to CDT is limited by nature of the
information held.

In response to any suspected or actual data breach, CDT will act quickly to:
e Contain the data breach to prevent any further breach of privacy, if possible
e Assess the situation, and limit any further breach or harm

o Notify, as soon as possible, any actually or potentially affected individuals; and update
them as more information comes to hand, and

e Review the breach and what can be done to address the issue and prevent any future
occurrence.

Contain

5.

8.

Any actual or suspected breach of privacy should be notified to the Artistic Director (AD) in
the first instance.

In the case of a breach of privacy relating an individual or individuals which is notin the
nature of a data breach or cyber incident, the AD will be the Responsible Officer (ie central
coordinating authority), unless the AD has a conflict of interest, in which case the Board
Secretary will be the Responsible Officer.

In the case of a data breach or cyber incident affecting CDT’s third party platforms, the AD
will inform the Board as soon as possible. The Board will then appoint a Responsible Officer
to coordinate the response.

The Responsible Officer will immediately take action to contain the breach if possible.

Assess

9.

10.

11

All data breaches are different and require initial analysis to inform the response.

The Responsible Officer will quickly gather the available facts and analyse the risks,
including the potential scope of harm to individuals. This includes contacting and
coordinating with relevant third-party service providers holding CDT data who are involved in
the breach.

. The Responsible Officer will then take any immediately available action to minimise or

remediate harm.
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12. A continuing assessment should be undertaken of the circumstances of the breach as
information becomes available; including an analysis of causes, consequences, and
remedies.

13. Any further immediate steps to reduce or ameliorate harms should be taken as swiftly as
possible.

Notify

14. An important goal in the event of a data breach is to notify affected people as soon as
possible.

15. Affected people have a right to know and may be able to take urgent actions themselves to
reduce further harms (e.g. changing passwords or monitoring bank transactions).

16. If the breach occurred with a third party provider then CDT may be a small part of a much
wider data breach. It may take time for CDT to be in full knowledge of the facts.
Nevertheless CDT should notify affected or potentially affected parties as soon as possible
with the available information, providing factual updates as they become available.

Review

17. The Responsible Officer will ensure that a review of the breach is undertaken and action is
taken to prevent any future breach. This may include:
e Fully investigating the cause of the breach
e Developing a prevention plan
e Considering changes to policies or procedures

e Revising staff training practices.

18. CDT should also consider whether any of the following actions are relevant:
e Any staff disciplinary action such as counselling or dismissal
e Areportto law enforcement

e Reconsidering relationships with third party service providers.

19. The Responsible Officer will ensure that a review is appropriately documented and reported
to the Board.
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